Overview

Forefront Advanced System Tools — or FAST — from Certified Security Solutions, Inc. (CSS) is designed to help drive Identity Management

projects significantly faster and more affordably than previously possible. FAST contains a variety of utilities, software components, and custom

FIM Management Agents to make Microsoft’s Forefront Identity Manager deployments more robust.

CSS’ FAST maximizes the value our customers obtain from Microsoft’'s Forefront Identity Manager, and the products they already have in their

IT environment. FAST enables even large enterprises to realize a rapid return (weeks not months or years) on their I[dentity Management

investments.

Product Components

FAST Certificate Management Companion. Extend the
capabilities of FIM Certificate Manager by overseeing all certificates
issued from a PKI through the Certificate Management Companion.
Create customized notices that automate and email detailed reports
on all your certificates, such as SSL certificates, certificates for
computers, RADIUS servers, key recovery agents, and network

devices.

In the Real World: Numerous CSS large-enterprise customers —
from manufacturing to financial services to large retail outlets — using
Forefront Certificate Management services needed to eliminate the
manual, time and labor-intensive processes involved with tracking
CRLs, SSL, device and other non-identity certificates. CSS built the
Certificate Management Companion in efforts to provide a
comprehensive certificate reporting engine that delivers customized,
automated inspections, notifications, and reports of certificate and

CRL expirations.
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FAST SID History Management Agent. Eliminate the manual steps
of transferring your SID history during an Active Directory migration
by using FIM and FAST SID History Management Agent

In the Real World: A leading energy firm undertaking a global Active
Directory migration needed to do a SID history migration together
with its account migration. The FAST SID History Management
Agent along with FIM updated all of the thousands of users’ SID

history at once from one Active Directory forest to another.

FAST Job Manager. Manage and maintain your complicated synch
procedures and ordering through a user-friendly portal instead of a
collection of batch scripts. With FAST Job Manager, you get precise
control over the timing and relative order of FIM synch cycles from
within the FIM SharePoint portal.

In the Real World: Alarge US casino turned to CSS to solve its
complex and extensive scheduling challenges. CSS FAST Job

Manager provides a GUI scheduling tool that is both flexible and
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easy-to-manage.



Product Components, cont.

FAST Request Web Part. Users and site administrators can now
submit requests right from their SharePoint site for Windows group
memberships. Give your site administrators the ability to manage
access to pages from within SharePoint and FIM rather than having to

go through administrators or help desk.

Multiple Fortune 500 CSS clients needed a
solution to have business rules automatically govern user access
when adding users to their SharePoint sites. FAST Request Web Part
connects SharePoint to FIM and your business rules so these clients

can implement security levels seamlessly.

FAST SPML Management Agent. A Custom Management Agent used
to provision users and manage passwords to third-party Identity
Management systems or to Cloud-based Software-as-a-Service
(SaaS) applications that support the Service Provisioning Markup
Language (SPML) standard.

Multiple CSS clients actively using FIM wanted to
continue to rely on FIM as an identity management solution when
integrating with cloud based applications. FAST SPML Management

Agent lets them securely do so.

FAST Certificate-Based Provisioning. Leverage the high-assurance
source of user credentials and information that Common Access Cards
(CAC) provide. FAST Certificate-Based Provisioning is a secure,
scalable way to take the information from the CAC and use it to seed
an identity management provisioning process. Users authenticate with
a smart card, connecting to a portal that gathers the information from
their certificate and uses it to kick off a FIM provisioning workflow.
FAST Certificate-Based Provisioning eliminates the delays caused by
the manual workflow routing process and manual provisioning

process.

CSS created this solution for the US Army allowing
visiting users to an army base the ability to securely request real-time
access. The solution leverages a trusted authentication source, in the
Army’s case its smart cards, to authenticate the user and initiate the

provisioning process within the identity management system.
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Licensing Program

CSS offers flexible licensing options in efforts to find a licensing

vehicle that best fits your organization’s size and needs.

CSS is committed to providing the very best in technical support
to licensed users of our software products, ensuring the reliability

of our products and maximum utilization of our tools.

*  Connect directly to security experts at CSS

*  Phone, e-mail support responses within one business day

*  Free software updates, upgrades and new version releases
An annual support contract begins on the date that the software

license is purchased, or on the date that the previous year’s

contract expires, and is active for 12 continuous months.

CSS can provide additional support during implementation,
custom report development and configuring additional

member/local servers. Support is purchased at a daily rate.

The components will be sold individually, but can be combined

with services or licensed as a group if desired.

AboutH CHS S

CSS is an information security services firm with operations
throughout North America and headquartered in Cleveland,
Ohio. We specialize in three critical areas of information security:
identity & access management, secure infrastructure &
governance, and risk & compliance. CSS provides consulting
services, managed security services, security as a service and
security software tools in order to meet our clients’ needs. For
more information about CSS’ FAST collection and for a complete
list of branch offices, contact business@css-security.com or visit

WWWw.Css-security.com.



